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Abstract: Digital surveillance in schools has been legitimised by the two-fold reasoning that it will 
optimise learning (the educational imperative) and increase safety in the school context (the 
safeguarding imperative). Yet a new layer of commercial surveillance has been introduced, through the 
third-party provision of educational technology governed by surveillance capitalism. Despite privacy 
concerns and routine breaches and misuse of children’s data, certain platforms have come to dominate 
the educational infrastructures at a massive scale. The protective legal frameworks such as the GDPR 
are somewhat disconnected from the social reality of schooling, and the discourse of ‘privacy’ is 
insufficient to understand the real existential harm. The following analysis seeks to highlight that the 
dynamics of surveillance capitalism in schools is an ethical threat to sustainable education, and a 
young person’s healthy sense of self. The analysis draws on David Lyon’s work on electronic 
surveillance, in particular the notion of ‘personhood’ to delineate where the existential harm occurs if 
surveillance capitalism continues to be an accepted model for EdTech in schools. While education is 
the threatened space, it can also provide a viable way forward in a digital literacy curriculum which 
has true criticality, agency and empowerment at heart. 
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1. Introduction  

1.1 Contextualisation of the Question 

The UK’s Department for Education set out its strategic priorities and ambitions for educational 
technology in 2021, stating it ‘must become a leader in digital and technology to be able to support 
a world-class, modern education and care system’ (DfE, 2021b). It has been recognised that those 
technologies often operate on the basis of surveillance capitalism (Williamson & Hogan, 2020), 
defined by Shoshana Zuboff (2019) as data mining, whereby data is gathered about individual 
people and groups of people, for the purposes of profiling, advertising, and marketing. Those 
purposes could either be direct (for example, the company’s own targeted advertisements) or 
indirect (whereby a profitable data exchange with third parties occurs, for third-party profiling, 
advertising, or marketing). 

Zuboff (2019) as well as key thinkers on educational technology such as Selwyn (2019), or 
children’s rights organisations such as the 5Rights Foundation and defenddigitalme, have pointed 
out the issue of commercialisation of education, children, and their learning. The ‘big tech’ 
companies, whilst overtly concerned with privacy, are routinely fined for breaches of data 
protection rights, also those of children and yet, their apps and platforms continue to be integrated 
in schools at a massive scale. In the authors’ own personal and professional environment, it’s often 
queried what ‘the problem’ is – or once ‘the problem’ is explained, why it is a concern. In David 
Lyon’s (1994) words: ‘We collude with surveillance systems, whether willingly or reluctantly, 
wittingly or unwittingly. But if we object, we are unsure of our grounds for so doing’ (p19). There 
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are certainly some material safeguards, such as ‘data protection laws, but they tend to be effective 
only in extreme cases, when there is some obvious or well-known violation or intrusion’ (Lyon, 
2018:82). 

The current discourses on digital technology in schools produce a social truth which legitimises 
the surveillance mechanisms, and normalises surveillance capitalism. We particularly identify the 
educational and the safeguarding imperative as that legitimising framework, which is certainly one 
which seems sensible. Of course we want an optimised education system, and protected 
childhoods. Even better if that comes for free, thanks to the (alleged) altruism of the EdTech 
industry. Lyon (1994: 18) writes: ‘People trust themselves to complex technologies because they 
seem to promise convenience, efficiency, security and reduced uncertainty. Simultaneously, we 
worry that in so doing we may be denying something important to a worthwhile human life. But 
what that 'something' is becomes increasingly hard to define.’  It has been described as a ‘nagging 
doubt’ (Lyon, 1994: 18), an intuitive sense that technology and our relationship with it has changed, 
and that something isn’t quite right. The following analysis aims to unravel some of that nagging 
doubt. 

1.2 Theoretical Framework 

This paper is situated in the domain of Critical Studies of Education, and particularly draws on 
theories from sociology and digital culture for its analysis. This allows for a critical lens for inquiry 
which goes beyond the immediate identification of surveillance as a narrative, to the opening of 
the black box, as suggested by Decuypere, Grimaldi & Landri (2021: 8). The analysis therefore 
considers the technology-driven moulding and configuring of education, but also the paradoxes 
and ‘unfolding of ‘other’ educational possibilities’ (p.12) (in this case, considering education as the 
affected domain as well as the solution). It is captured in the idea that we must pay attention to 
‘the ways in which political subjects are silenced, as well as the emerging spaces where this silence 
may be broken.’ (Wahl-Jorgensen et al., 2017). 

The abbreviation ‘EdTech’ for educational technology is favoured, as it’s a common denotation 
and the dominant terminology used by the UK Department for Education (2021a). We focus 
particularly on free-to-use, cloud-based apps and platforms, which stand out due to their 
dominance and ubiquitous presence in education today, as highlighted by Decuypere, Grimaldi & 
Landri (2021). These technologies, such as Google Classrooms and ClassDojo, are commonly 
mandated by the school as the go-to technology for certain learning activities (DfE, 2014). Despite 
their global growth, Decuypere, Grimaldi & Landri (2021) find a surprising lack of critical inquiry 
into these platforms from a sociocultural sense, and therefore propose a ‘critical platform gaze: an 
analytical stance that approaches platforms not as neutral ‘digital tools’, but on the contrary as 
connective artefacts constitutive of, as well as constituted by, active socio-technical assemblages 
that are in the process of significantly transforming the educational sector’ (p.2). We specifically 
consider the commercial forces of surveillance capitalism in schools, but do not thereby wish to 
imply capitalism in itself is ‘bad’. Neither do we consider the role of surveillance in schools the 
automatic result of the interaction of capitalism with education, or surveillance in itself as 
intrinsically ‘bad’. Instead, we investigate the educational impact of (commercial) digital 
surveillance and question ‘how appropriate this is as a way of seeking human flourishing and the 
common good.’ (Lyon, 2018: 194) 

After a more detailed consideration of current digital surveillance practices in schools, and in 
particular surveillance capitalism, we critically consider the educational impact of these practices 
through the theoretical lens provided by David Lyon, in particular his book The Electronic Eye (1994) 
and the notion of ‘personhood’. This concept ‘has to do with human identity, dignity, liberty and 
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responsibility, which in different ways are assumed to be challenged by the rise of electronic 
surveillance, and in terms of which rules regulating its spread are framed’ (Lyon, 1994: 17). The 
book shows a conceptual search to what personhood can mean in the digital world, and how it 
crucially relates to conceptions of the wider social order.  The analysis further draws on Lyon’s The 
Culture of Surveillance (2018), which builds on Isin & Ruppert’s (2015) discussion of digital 
citizenship. The authors (2015/2020) offer a nuanced idea of digital citizenship, which we here 
apply to reconceptualise the digital literacy curriculum in UK schools today, in view of the 
deleterious impact of surveillance capitalism through EdTech in schools. It offers a potential way 
forward which supports the development of a healthy personhood, and therefore a more 
sustainable education when those young people become the adult citizens of digital society. 

2. Current Digital Surveillance Practices in Schools 

2.1 Educational and Safeguarding Imperative 

Within the school context, several layers of surveillance are in operation at any one time. The 
learner is commonly subject to surveillance by the school, either considered as a somewhat 
anonymous entity (Dawson, 2006; Froelich, 2020), or more explicitly in the form of individual 
school staff, often with a teaching, security or pastoral care role (Nagy, 2016). In turn, teachers 
and other school staff themselves are also subject to more pervasive surveillance practices than 
ever before (Page, 2017), as well as schools as a whole (Cullingford, 2016). It brings about the 
impression of the whole educational space as a calculative objectivity, and one which must be 
watched closely. 

In his seminal book on the surveillance society, David Lyon (1994) begins by tracing a long history 
of surveillance practices in modern democracies such as the UK. He identifies technical efficiency 
and predictability as reasons for surveillance, increasingly organised in bureaucratic machinery 
which covers every aspect of an individual’s everyday life. Though not specific about education, 
his observations help to analyse the rise of surveillance in digital society, which is both ‘socially 
shaped and has social impacts’ (Lyon, 1994:9). In terms of social impacts, surveillance is has been 
considered to be a potential mechanism of power inequality and oppression. Selwyn (2019) for 
example describes how learning analytics can give way to discriminatory decision-making in 
education. It is known to disproportionally affect certain students, for example those with 
disabilities, or certain ethnic characteristics (Froelich, 2020). This oppressive potential is 
heightened as surveillance practices have certainly become more invisible and pervasive. This is 
parallel to trends outside of the school context, whereby ‘personal lives are collected, stored, 
retrieved and processed every day within huge computer databases belonging to big corporations 
and government departments’ (Lyon, 1994:3). In later writing, Lyon (2018) expands the list of 
surveillance from government-led only, to social media mechanisms, the internet of things, and 
also self-recording and sharing.  

However, surveillance is not always considered a negative mechanism. In education, surveillance 
has been shaped as a social practice through the dual discourse of safety and pedagogical efficiency. 
The former relates to wider societal acceptance of surveillance, reduced privacy and diminished 
data control, when it is perceived to reduce some other potential threat (Wahl-Jorgensen et al., 
2017). Justifications for increased surveillance in school often build on the desire and duty to keep 
children safe (the safeguarding imperative). This for example legitimises that it is not only 
acceptable but desirable to implement school CCTV for increased child safety (Birnhack et al., 
2018), or social media monitoring for early identification of any cyberbullying issues or criminal 
activity (Froelich, 2020). Fedders (2019: 1679) illustrates how social media-scanning software and 
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CCTV can be deployed as a way for school staff to spot concerning student activity early on, and 
prompt ‘wellness checks’.  In terms of pedagogical efficiency (or the educational imperative), 
various applications of learner analytics for example celebrate the pedagogic potential of vast data 
processing about individual learners, to automatically optimise and tailor their learning process 
(Lewkow et al., 2015). Either way, Lyon (1994) theorises that: ‘Surveillance expands in subtle ways, 
often as the result of decisions and processes intended to pursue goals such as efficiency or 
productivity.’ (p5) This certainly corresponds to the EdTech industry’s ‘solutionism’ which 
therefore offers itself as a central need for either educational optimisation or enhanced 
safeguarding (Williamson & Hogan, 2020).  

2.2 Surveillance Capitalism in Education 

Venture capital investments in global EdTech doubled to a record $16.1bn in 2020 (Fleming, 
2021), and by 2025, the global EdTech market could be worth between $341bn (Murphy, 2020) 
and $404bn (HolonIQ, 2020). Yet many platforms, services and apps which have market 
dominance in educational technology are also free to use. Duolingo for example, a popular 
language learning app, claims in their mission statement that there are ‘no hidden fees, no premium 
content, just free’. Yet the company was recently valued at $2.4bn (Adams, 2020). In 2020, Google 
Classroom’s app was the most downloaded free education app for Apple devices, estimated to 
have 40 million students and teachers using this platform for uploading and returning assignments, 
running distance education events or making lesson materials available online. It links to other 
Google products, such as Google Forms, for setting quizzes, Google Docs for the resources, or 
Google Hangouts for virtual classrooms. Also in 2020, Google’s parent company, Alphabet, was 
valued at $1 trillion – the fourth company to do so after Apple, Microsoft and Amazon (Chapman, 
2020). Another app made headlines in 2021 for accelerating its growth: ClassDojo, a playful 
classroom behaviour management app. Using monster avatars, children can competitively gain 
‘Dojo Points’ based on good behaviour. It can project the real-time score to the child’s peers, 
parents, and other teachers – as an instant communication platform about behaviour. This year, it 
reached a record new multi-million financing after ‘quietly aggregating free users-turned-fans 
across the world’s public schools’ (Mascarenhas, 2021), now estimated to be actively used by 1 in 
6 U.S. families with a child under 14 by its own count, and 70% of schools in the UK (Saner, 
2018). 

Free-to-use products are welcomed by schools, given that they often struggle with low budgets, 
yet the stakes are high. Technology, while considered a must for ‘world-class, modern education’ 
(DfE, 2021b), can be very expensive to purchase and maintain. A free product has obvious appeal, 
but commercial companies must also have a viable business model to design, build, and maintain 
consumer technology. One option is to offer the free product with a view that the consumer might 
be enticed to opt in to premium content, or a subscription or purchase of one of its other products. 
‘The commodification of education is good for end-users and is often why startups have a 
freemium model as a customer acquisition strategy.’ (Mascarenhas, 2021). Educational content is 
an economic good. To make this available and gain the initial user base, companies may also rely 
on venture capital and other investors in the initial phases; such as Classdojo’s recent $30m 
financing round (Mascarenhas, 2021s). Aside from this, ‘big tech’ companies such as Google may 
be providing a loss-making business in their education products, so as to emphasise its work for 
social good, while generating profit in other areas of its data ecosystem (Sujon, 2019). A cynical 
interpretation may be that this altruism is only an illusion, in that its true nature is a corporate 
strategy: ‘to understand Google as a free public service, divorced from marketplace contexts and 
concerns.’ (Lindh & Nolin, 2016:7). 
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Another common business model is not to take the content itself as the commodity, but the user 
data. Fedders (2019) quotes one EdTech CEO in saying education is ‘world's most data-mineable 
industry, by far’ (p.1683). Concrete examples demonstrate the alarming nature of data surveillance 
through EdTech in schools today. For example, Google Classrooms claims it does ‘not collect or 
use student data for advertising purposes or to create advertising profiles’ (Murphy, 2020). At the 
same time, Google has been under scrutiny by the Information Commissioner’s Office (ICO) for 
potential GDPR violations (Hellard, 2019). In January 2019, the French National Data Protection 
Commission (CNIL) fined Google £44m for breaching GDPR regulations (Hern, 2019) with 
further class-action lawsuits and settlements representing multi-million fines (Swinhoe, 2021).  In 
September 2019, YouTube was fined a record $170mn for illegally harvesting children’s personal 
data for advertising and marketing (Kafka, 2019) with a new £2.5bn class action-lawsuit starting 
in September 2020 for violating privacy and data rights of children under the age of 13 (Lomas, 
2020). Yet teachers say: ‘I can't imagine teaching without it’ (Murphy, 2020), expressing a reliance 
on the platform’s stability. This demonstrates a wider trend, which does not only feature 
Alphabet’s companies Google and YouTube. In 2017, the Electronic Frontier Foundation 
reported that ‘educational technology services often collect far more information on kids than is 
necessary and store this information indefinitely’ (p.5). Such user data can include name and date 
of birth, location, browser history, search terms, contact details for others, behavioural logging, 
…’ The International Digital Accountability Council in Washington found ‘79 of 123 edtech apps 
it examined shared user data with third parties’ (Fleming, 2021). Duolingo, for example, was found 
to share user identification with outside parties including Facebook (Fleming, 2021) and Classdojo 
with 22 third-party service providers, including Facebook and Google (Saner, 2018).  It merits the 
urgency in asking questions on data governance, and demanding transparency (Privacy 
International, 2020). In addition, the Electronic Frontier Foundation (2017) reported that data 
harvesting through EdTech ‘often happens without the awareness or consent of students and their 
families.’ (p.5) Despite the introduction of the GDPR in 2018, the Foundation’s (2017) finding 
correlates with other research (Common Sense, 2019). Lyon (1994) notes: ‘people seldom know 
that they are subjects of surveillance, or, if they do know, they are unaware how comprehensive 
others' knowledge of them actually is.’ (p5) Again, this corresponds with recent findings (Birnhack 
et al., 2018; Froelich, 2020). 

The head of education at the Organisation for Economic Co-operation and Development 
(OECD) dismisses data surveillance concerns, and also normalises such data mining for education 
as ‘no different’ to Netflix or other everyday technology use (Fleming, 2021). Governments also 
officially endorse ‘big tech’ in education, as shown in the UK’s Department for Education 2020 
press release (DfE, 2020), including those companies which have been found to breach data 
protection rights. To support the expansion of those platforms in schools, the new initiative 
included a scheme to provide free support and training in Google and Microsoft education tools. 
By April 2021, over a quarter of all primary and secondary schools in the UK had signed up to this 
scheme, and the two tech giants gained 2.4m new user accounts (Fleming, 2021). When Google 
donated thousands of Chromebooks to students during the COVID-19 pandemic, Privacy 
International (2020) raised concerns over Google’s lack of transparency on data processing. 
Google claimed schools continue to own their data, and that student data will not be used ‘for 
advertisers’, which, as Sujon (2019: 6) points out, ‘quite different from claims that data is not mined 
or not collected for profit’. Others have echoed these eery concerns, for example a UK parent in 
describing Google Classrooms as ‘a web of finding out how you can influence and how you can 
sell to a group of people who are coming through and are going to be the next bunch of taxpayers’ 
(Murphy, 2020).  
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This commodification is what Lyon (1994: 37) perceives as the particular crisis. He does not 
consider the interaction of capitalism and surveillance as bad in every way (1994: 35), nor does he 
find surveillance unambiguously good or bad (1994: 5), but: ‘The question must always be asked 
whether this or that surveillance system is permissible at all.’ (p. 196). In that regard, he does 
condemn the changing dynamics which involve the increased and boundary-breaking 
commodification of people and their data (1994: 37). He points out that controversies over data 
breaches and misuse, such as those listed in the previous two paragraphs, are treated much like 
‘shooting stars’ (2018: 190), i.e. striking but brief, and easily forgotten, when in fact, they are 
indicative of ongoing issues and patterns which we should aim to understand more critically. 

3. Educational impact 

3.1 Pedagogical Effects of Surveillance 

Empirical research has found that surveillance in education does alter student behaviour (Dawson, 
2006). However, the evidence base that it promotes healthy and effective education is actually 
quite thin (Fedders, 2019). Several recent reports and research instead confirm extensive 
surveillance as harmful to both children and adults. For example, the Office of the Privacy 
Commissioner of Canada (2012) reports an ‘agreement among researchers that surveillance 
decreases opportunities for children to exercise autonomy and independence’ (p.4). Children 
therefore are hindered in developing self-regulation and decision-making (which is crucial to the 
aspects of responsibility and identity in the notion of personhood). Fedders (2019: 1711) points to 
further research which finds this may increase passivity and self-censorship in children rather than 
genuine expression. This is contradictory to fundamental rights, as stipulated for example by 
Article 14 of the UNCRC, which covers the right to freedom of thought and freedom of 
conscience. He identifies surveillance as an effective mechanism to ensure ‘compliance with the 
current social order, and it can be a means of social control.’ (p.4) – instead of the cultivation of 
identity and dignity.  Schools function as such mechanisms of social control, not only while 
learners pursue their right to be educated in the mandatory schooling context, but also in the long-
term consequences of normalising surveillance (Manolev, Sullivan & Slee, 2018).   

Yet children don’t necessarily subject themselves to surveillance in an entirely passive way. Hope 
(2007) for example describes the ways students resisted internet censorship in schools through 
self-developed techniques of physical and virtual concealment, and more deliberate ‘hacking’ or 
seeking to invert the surveillance mechanisms. He considers this a phenomenon of playful 
behaviour that challenges school authority. However it is interpreted, the behaviour does point to 
a formative effect of surveillance as a pedagogy – as illustrated by Hope (2007) - in that it teaches 
young people to engage in subversive, anti-authority activity. Keddie (2016) further shows how 
social discourses can affect the sense of self in school age children. Test results, for example, come 
to define their sense of personal worth and value. This illustrates concrete effects in view of the 
theoretical positioning offered by Lyon (1994), who related the deeper harm of digital surveillance 
to the sense of human identity and dignity captured in the concept of ‘personhood’.   

Given these concrete effects from the EdTech’s use on personhood, another pedagogical effect 
of educational surveillance may be that children grow up to be adults who do not value their own 
privacy – or that of others (Fedders, 2019: 1710). Although in relation to CCTV in primary schools, 
Birnhack et al. found that children (aged 9-12) do value their privacy, despite growing up in a world 
of digital surveillance. The study found they are also willing to relinquish it when perceived as 
justified (stimulated by the social discourse of the educational and safeguarding imperative). In 
other words, young people today are ‘learning to be watched’ in their becoming of society’s adults 
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(Boninger & Molnar, 2016), and moreover, learning that anonymous harvesting of their personal 
development in education for third-party commercial gain is normal too. David Lyon points out 
that: ‘All too often the stock response to issues of surveillance is couched in the language of 
'privacy' (1994: 13). By this, he raises the concern that the bigger threat relates to the effects on 
personhood a child will experience during their education, and the long-term consequences in their 
becoming of adult citizens in digital society. For example, the dominant legal policies and guidance 
frameworks indeed indicate a regulatory regime which centre on ‘privacy’ and the protection of 
individual data rights. At the same time, it allows for surveillance capitalism, and its legitimisation 
through safeguarding or educational imperatives.  

3.2 Changing Education with Surveillance Capitalism 

Education is now in the precarious position of being almost exclusively enabled by third-party 
platforms, particularly some ‘big tech’ companies, and ones which rely on surveillance capitalism 
mechanisms as much of their everyday operation. The steering presence of the EdTech industry 
is not only materialised in a commercial sense ; it also seeks to reshape education in itself (as shown 
for example by Education Reimagined, a collaborative paper with Microsoft and New Pedagogies for 
Deep Learning, a paid membership network for schools) (Fullan et al., 2020).  In May 2020, the 
New York governor openly announced Google and Microsoft would help rethink education in 
the state (Fleming, 2021), for example. It raises the question whether education will still be possible 
at all without these third-party commercial providers, and more importantly, the dominant 
business model of surveillance capitalism, and how this will indeed ‘reimagine’ education through 
establishing data and curriculum control (Williamson & Hogan, 2020:62). This long-term narrative 
is characterised by a determinist ‘solutionism’, i.e. solving all of education’s problems with 
technology provided by the dominant commercial forces (Williams & Hogan, 2020). David Lyon 
links this to Lyotard’s ‘postmodern condition’, in that ‘in a quest for some kind of certainty people 
clutch at the apparently certain methods of computer science’ (Lyon, 1994: 18).  

A fundamental issue may be, as expressed by the UN (2020), that ‘many stakeholders involved in 
the data collection value chain, such as software developers, mobile network operators, 
government officials and data analysts, are normally not trained in children’s rights, or do not 
prioritize children’s interests.’ For the time being, this forefronts the child as a critical agent of 
their own digital rights. . This can be understood in Isin & Ruppert’s (2015) terms: ‘rather than 
defining digital citizens narrowly as ‘those who have the ability to read, write, comprehend, and 
navigate textual information online and who have access to affordable broadband’ or ‘active 
citizens online’ or even ‘Internet activists’, we understand digital citizens as those who make digital 
rights claims’ (p.9). It means being empowered to exercise a critical and active identity as a person, 
with a clear commitment to wider human flourishing and common good. In that sense, the 
development of a healthy personhood in education (in Lyon’s (1994) terms: the identity, dignity, 
liberty and responsibility of a person) vitally links to adult digital citizenship, and the societies those 
citizens will create. 

Under GDPR, children from the age of thirteen do legally have autonomy over their digital data 
protection rights, and they may therefore object to certain data processing. However, this skips 
over the existing power relations in school. It is a high threshold for a child to cross, in confronting 
an adult authority and challenging their decision-making, in the already high-stakes situation of 
schooling where they have much to lose, and on the topic of digital surveillance which even to 
adults can be tricky to articulate as problematic in a society which has normalised such surveillance. 
In other words, regulatory and protective legal frameworks such as the GDPR are not education-
specific, which runs the risk that ‘legal conceptions of privacy lose touch with technological and 
social realities’ (Lyon, 1994:14). For example, the GDPR also clearly states that data subjects have 
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‘the right to object’ to data processing. Should this occur in a school context, ‘a balancing act’ must 
take place (ICO, 2021), weighing the objection against the reasons for data processing. Six lawful 
reasons for data processing are outlined in the GDPR. Some of them, like ‘public task’ or 
‘legitimate interest’, may actually override the objection. For example, ClassDojo’s integration was 
described as ‘non-negiotable’ by senior school leadership at a school of 930 learners between the 
ages of 3 to 11 years old (Fleming, 2021), as it was in the legitimate interest of the school’s 
educational and safeguarding imperative. Therefore, the reassurance of law on individual rights of 
vulnerable data subjects can in practice be fairly easily overridden in view of pedagogical or 
safeguarding imperatives. In the context of surveillance capitalism, whereby personal data about 
individuals is harvested for commercial gain, the GDPR states that ‘the right to object’ is normally 
absolute. In the advice given to schools by the Department for Education (2014: 8), it is recognised 
that advertisement-related data mining might occur through the school’s EdTech. Suppliers must 
be transparent about this, as stipulated by the GDPR. The advice states schools must then inform 
the learners ‘what personal data would be collected, how it will be used and by whom, and what 
control they have over the use of their data’ (2014: 8).  However, this neat distinction we find in 
policy blurs ‘when confronted with the realities of contemporary electronic surveillance.’ (Lyon, 
1994: 73) This means it is often invisible, and within the educational setting, also complicated by 
layers of authoritative steer (Nottingham, Stockman & Burke, 2021). 

Perhaps the biggest concern for education and society is that the normalisation of surveillance 
capitalism in schools is prompting the erosion of what should be an ultimate goal: to stimulate 
critical thinking. As Sujon (2019: 5) writes, despite the rise of critical accounts of the power of ‘big 
tech’ and surveillance capitalism, ‘those that have looked at Google Apps for Education tend to 
do so in highly optimistic and uncritical terms’. She gives the example of a primary teacher 
commenting on the use of Google Expeditions, a virtual reality toolkit. The teacher (called Patrick) 
recognises Google’s free-to-use product may have a hidden agenda, but ‘given diminishing 
resource and the impact of austerity on education, Patrick – like many others – literally cannot 
afford to be critical’ (Sujon, 2019:16), and accepts the trade-off. It is still concerning, however, that 
subject of the trade is the child and their learning process, and the trade is decided by the authorities 
who were meant to ensure a safe learning environment. Bhatt & Mackenzie (2019) point out how 
common digital platforms in education encourage an ‘epistemic ignorance’ even at higher 
education level. This means developing minds are purposefully kept in the dark on how it 
(ignorance) is ‘actively constructed and sustained for the purposes of domination or exploitation’ 
(p.306). This runs contrary to the ideas of digital citizenship (Isin & Ruppert, 2015). 

In 1994, David Lyon noted a relative lack of organisations committed to a critical inquiry of 
electronic surveillance, and possible resistance (p.13). Such organisations certainly do exist today, 
and are very active both at the UK’s national and international level. An open letter to policy 
makers, data protection authorities and world-wide education providers was published in 2020, 
warning against the rushed technology adoption during the COVID-19 pandemic, in particular to 
ensure children’s data protection rights were a priority, and their data untouched by commercial 
exploitation. The letter was signed by 24 organisations, with UK-based organisations such as 
defenddigitalme and the 5Rights Foundation at the top of the list. These organisations do also 
address the context of technology in schools, but at the same time their pursuits are necessarily 
much broader, considering children’s rights in digital society as a whole. This is of course essential, 
but the schooling context remains a unique environment. While it is also admirable for these 
organisations to represent the critical voice so actively, it seems a shame that the origin of these 
critiques has not come directly from educational providers. But the impact of surveillance 
capitalism on education is also, as Williamson & Hogan (2020) describe, that ‘teachers and students 
that use these technologies can, in turn, be understood to be performing invisible and 
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unrecognised labour for the owners of the platforms, infrastructures and services.’ (p.62). This 
seems like an unfair quid pro quo given the core philanthropic purpose of education. Logistically, 
schools may be somewhat stuck in that situation, given the reality of school funding, government 
directives encouraging the uptake of such platforms, and the need for EdTech businesses to be 
sustainable too (free-to-use but commercially viable). Similarly, while organisations such as the 
5Rights Foundation critically put children forward as active agents of change (or, as digital 
citizens), the analysis in this paper has argued that surveillance as a pedagogical tool runs counter 
to the development of healthy personhood in the digital society, which would promote that much-
needed sense of critical independence, dignity, and responsibility. For this, we attempt to recentre 
the solution firmly in the educational space. 

4. Sustainable Education 

4.1 Digital Literacy Curriculum 

Digital literacy or media literacy is broadly defined as ‘the multiplicity of literacies associated with 
the use of digital technologies’ (Ng, 2012: 1066), or ‘the capabilities required to thrive in and 
beyond education, in an age when digital forms of information and communication predominate’ 
(Littlejohn,  Beetham & McGill, 2012). This ranges from social media use to knowledgeable 
hardware choices, recognising fake news, online etiquette, digital identity management, and much 
more. Its wide agenda of knowledge and skills development aims to educate for ‘well-informed 
citizens who engage with information critically and autonomously’ (Polizzi, 2020: 1). Digital 
literacy is indeed recognised as key in educating children to safely and effectively navigate the 
digital and online world (5Rights Foundation, 2021). But there are still remaining questions in the 
implementation of a digital literacy curriculum, including the wide variety of its definitions (Ng, 
2012; Pangrazio & Sefton-Green, 2021), the lack of a unified framework and prevalence of patchy 
approaches instead (Polizzi, 2020), a fragmented ‘quick fix’ approach in education(Buckingham, 
2020),… There are also specifications of digital literacy as ‘data literacy’ when it more explicitly 
relates to personal digital data, or surveillance practices for example (Pangrazio & Selwyn, 2018). 
Pangrazio & Sefton-Green (2021) also point out the instrumentalist approach to the digital literacy 
curriculum, which forefronts employability demands of the digital world, rather than the evolving 
social and ethical challenges of that world. The narrow approach to digital literacy will benefit 
surveillance capitalism in that sense, because it continues to enable the epistemic ignorance Bhatt 
& Mackenzie (2019) describe, and therefore hinders the development of digital citizenship 
according to Isin & Ruppert (2020).  

As a further hindrance to the development of identity and responsibility in the digital world, 
Buckingham (2020) critically highlights that media literacy is often ‘defensive or protectionist: 
media literacy seems to be about constantly warning children about all these bad things that they 
need to avoid, often in highly alarmist and melodramatic ways.’ (p.235) In Worried about the 
Wrong Things, Jacqueline Ryan Vickery (2017) critiques the leading, protectionist discourse as 
casting the child as a passive victim. This aligns with the findings of the UK’s Online Harms White 
Paper, which was however critiqued by the 5Rights Foundation as insufficient in various ways: its 
definition of ‘harm’ is felt to be too narrow, focused only on immediate harms (access to 
inappropriate content, cyberbullying, hate speech,…) rather than long-term or cumulative effects 
to personhood. The 5Rights Foundation (2021) also accurately identifies surveillance capitalism as 
a significant omission to the list of potential harms. But studies such as Hope (2007) and Birnhack 
et al. (2018) postulate that children’s natural inclinations to surveillance are not passive or uncritical 
at all. We could therefore find an educational way forward which promotes those natural 
inclinations, rather than encourages tacit acceptance.  
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4.2 Renewing the Focus on Personhood and Citizenship 

The analysis in this paper is driven by the theoretical position that technology does not come to 
us as neutral tools. They are objects which are both representative of underlying human values and 
purposes, as well as constitutive in transforming people, education, and society. But: ‘The doctrine 
of technological inevitability is false because doing technology is a human endeavour and is socially 
shaped.’ (Lyon, 2018: 221). While Lyon (2018) doesn’t forefront education as the space where such 
powerful societal shaping might occur, through the people who have been developed within its 
systems, we do so here. Though the purpose of this paper has been more so to delineate the 
deleterious effect of surveillance capitalism on the development of personhood and digital 
citizenship, it is noteworthy that those concepts and education itself can also be the way towards 
a more sustainable EdTech industry and digital society. Recently, UNESCO’s paper Reimagining 
our futures together: a new social contract for education (ICFE, 2021) re-emphasised education 
as that affected but also transformative space, partly in relation to digital society. We transfer that 
particular focus here in reconceptualising the digital literacy curriculum to enable the sense of 
citizenship proposed by Isin & Ruppers (2015/2020).  

One of the concerns is that we may lose sight of the bigger picture of digital surveillance by 
reducing it to the individual and instrumental level (Lyon, 2018: 191; Isin & Ruppert, 2020: 176; 
Pangrazio & Sefton-Green, 2021). For example, digital literacy curriculums may teach individual 
children how to adjust privacy settings on Facebook to avert ‘stranger danger’, in line with the 
Online Harms White Paper, or to use Google efficiently for online searches. This is certainly 
valuable knowledge, but it eclipses attention to the bigger mechanisms of surveillance, digital 
surveillance, and surveillance capitalism. That eclipse is what Bhatt & Mackenzie (2019) describe 
as epistemic ignorance - the authors emphasise the importance of a curriculum which is critical 
and reflective, not just on the ‘how to’ of digital technology, but in developing a greater awareness 
of social practices, economic forces, and the related asymmetries of power. Instead, the convincing 
narratives of the educational and safeguarding imperatives encourage uncritical acceptance, and 
therefore compliance (Birnhack et al., 2018), evasive tactics or self-censorship (Hope, 2007; 
Fedders, 2019). Only that wider, critical understanding of these mechanisms can enable the kind 
of independent thinking needed for the development of healthy personhood (Lyon, 1994), which 
would allow them this critical agency during development, and digital citizenship, according to Isin 
& Ruppert (2015).  

The curriculum, of course, doesn’t sit in isolation in the educational context. For example, having 
knowledge of how these things work will not automatically result in systemic change, or back at 
the individual level, for a child to be able to exercise the right to object. The school may also not 
be in a viable position to offer an equally good alternative, given the current reliance on free, third-
party EdTech providers – often dominated by big tech companies. Further regulation and a 
society-wide de-normalisation of surveillance capitalism is urgently needed. But then, a curriculum 
which stimulates broader thinking might give hope for a more sustainable future for all, or a ‘robust 
utopianism’ which does not suggest an impractical future reality (Lyon, 2018: 171). Instead of a 
closing down towards ignorance, compliance or reduced dignity, it can take the ideals of digital 
citizenship as its central tenet.  

Crucially, we take the digital citizen to be ‘a collective political subject that requires being and 
acting with others’ (Isin & Ruppert, 2020). It is therefore not important at the individual level only. 
The authors specify such citizenship must be focused on openness, and therefore include fostering 
of dialogue, negotiation, and societal togetherness even through the tensions and disagreements. 
It is this dialogue and cooperative, critical thinking which UNESCO has identified as the way 
forward for sustainable future education (ICFE, 2021: 128). To Lyon, the development of 
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personhood cannot be understood as ‘self-possessing, autonomous individualism’ (Lyon, 1994: 
196). Instead, it relates to shared understanding of human dignity, and the responsibility to wider 
society. Such a conceptualisation of citizenship can be powerful in that it not only represents the 
vision of an agentic, critical individual who can, and knows how to, claim their digital rights, but 
who goes beyond the individual sphere, in seeking to harness the positive potential of EdTech for 
education, within a digital economy of EdTech business which is commercially viable, ethical, and 
truly altruist. 

5. Conclusion 

Digital surveillance has rapidly gained social acceptance, in the desire to keep children safe from 
harm, as well as optimise their learning experience. The safeguarding imperative is fueled by 
increased public awareness on potential harms to the child such as cyberbullying, access to 
inappropriate content, and more. Pedagogically, digital surveillance is felt to enable positive 
learning potential and efficiency. However, the effects of educational surveillance on children have 
also been identified in stimulating self-censorship, anti-authoritarianism, or subversive activity. 

Using David Lyon’s work as a critical lens, this paper discusses digital surveillance as a threat to 
the development of a healthy personhood – namely, the identity, dignity, liberty and responsibility 
of the individual, and their future adult citizenship in the digital society. Alongside this, a new layer 
of data surveillance has been introduced through the presence of third-party providers in schools, 
who supply free-to-use EdTech apps and platforms, but achieve economic viability through 
surveillance capitalism mechanisms. 

Digital technology in schools is commonly supplied by third party providers, as schools typically 
do not have in-house capability to develop or maintain such technology. The technology may 
perform the function of keeping the child safe from the identified harms, or the pedagogic 
function of optimising their learning in some form, yet the company which has supplied the 
technology may also have an interest in data surveillance for their own commercial purposes.  The 
learner is therefore subject to two layers of data surveillance: the first, by their educational 
institution for the purpose of safe and efficient teaching and learning; the second, by an external 
company for the purpose of the company’s or third party commercial gain. The datafication of the 
learner and their learning process, for commercial purposes, brings about a new social 
disempowerment which negatively affects their education in the moment of learning (if we take 
the development of a healthy personhood as the goal) and therefore also, the future of a free and 
sustainable society (through its digital citizens).  

In this paper, we have proposed a more sustainable way forward for education and society, which 
is a reconceptualisation of the digital literacy curriculum, to take a bolder stance against surveillance 
capitalism. In particular, we forefront the need of a ‘big picture’ curriculum which stimulates 
cooperative, critical, and dialogic digital citizenship.  

We recognise the paradox in suggesting education as the way forward, as it is also the space held 
hostage by those same forces we’ve addressed as the issue.  At the core of the problem is, however, 
a simple premise: surveillance capitalism has become socially acceptable, even in education, when 
it should be recognised as an excessive harm. It affects the development of our young people’s 
sense of personhood, and the digital societies they will in turn create. 
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